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Using PGP TrustCenter’s Digital Certificates with
Microsoft Office 2003

To use any of the security features in Microsoft Office 2003, you must first obtain a digital
certificate. If you do not already have a digital certificate, please visit PGP TrustCenter’s website at
http://www.pgptrustcenter.com/digital-certificate-solutions to obtain a “TC Personal ID” or “*TC
Business ID”.

About Digital Signatures

You can digitally sign a document for many of the same reasons you might sign a paper document.
A digital signature is used to authenticate digital information — such as documents, e-mail
messages, and macros — by using computer cryptography. Digital signatures help to establish the
following assurances:

* Authenticity: The digital signature helps to assure that the signer is who he or she claims
to be.

« Integrity: The digital signature helps to assure that the content has not been changed or
tampered with since it was digitally signed.

* Non-repudiation: The digital signature helps to prove to all parties the origin of the sighed
content. "Repudiation” refers to the act of a signer's denying any association with the
signed content.

To make these assurances, the content creator must digitally sign the content by using a signature
that satisfies the following criteria:

The digital signature is valid (legitimate, current, and not expired or revoked).

The certificate associated with the digital signature is current (not expired).

The signing person or organization, known as the publisher, is trusted.

The certificate associated with the digital signature is issued to the signing publisher by a
reputable certificate authority (CA) such as PGP TrustCenter.

Digitally Signing Office 2003 Documents

After you have your digital certificate with private keys installed, you can digitally sign your office
applications, such as Word, Excel and PowerPoint, by following these steps:

.On the Tools menu, click Options, and click the Security tab.

.Click Digital signatures.

.Click Add.

.Select the certificate you want to add, and then click OK.

.Make sure that the option to “Attach certificates with newly added signatures” is checked and
click OK.

.Now save the document and it will now be digitally signed. The digital signature is apparent in
two places on the document:
¢ In the upper left-hand corner of the document, it will display the document name
followed by (signed).
¢ In the lower right-hand corner of the document, it will display a red ribbon.
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7.Note: If you do not have the corresponding private keys that belong to a certificate, you will
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not be able to choose this certificate for signing a document.

Select Certificate

Select the certificate you want to use.,

?Ix

Issued to Issued by Expiration Date
Support Team Certif... TC TrustCenter Class 2L1 CAIII  4/20/2010
E)sales Team Certificate  TC TrustCenter Class 2 L1 CA III 412012010
£2 Richard Hall TC TrustCenter Class 2 CA 312712008
< | =

[ QK ] [ Cancel ] [ View Certificate ]

Digital Signature @

Signatures \

The digital signature generated by Office may not constitute a
leqally binding signature. For more information, read about digital
signatures in Help.

The following have digitally signed this document:

Signer Digital ID Issued By Date
Erichard Hall TC TrustCenter Class 2 CA  8/20/2007

< | >
Attach certificates with newly added signatures
[\_fiew Certificate. .. ] [ Add... 1 [ Remove ]
L bep |
[ oK ] [ Cancel ]

Verifying a Digitally Signed Document

When you open a digitally sighned document there are two things apparent:

1. In the upper left-hand corner of the document, it will display the document name followed

by (signed).

PGP TrustCenter Configuration Guide for Microsoft Office 2003

Page 2 of 4



2. In the lower right-hand corner of the document, it will display a red ribbon.

§ TestSign.doc (Signed, unverified) - Microsoft Word
! Fle Edit View Insert Format Tools Table MWindow Help AdobePDF  Acrobat Comments

NS ST E S B A9 8] 100% - diRead [ Times NewRonan - [
EI . ---:n.-!‘.u-n:---2]-.-:---?---:-.-?---:---5-.

This is a test document that has been digitally signed.
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= s[@=zwi< |
Page 1 Sec 1 11 At 1" Ln1 Col 56 REC TRK| |[EXT | |OYR | |English (U.S 2 4

A digitally signed document can be verified by clicking on the red certificate icon within the
document and viewing the signer’s certificate.

Digital Signature @

Signatures ’

The digital signature generated by Office may not constitute a
leqally binding signature. For mare information, read about digital

signatures in Help.
The following have digitally signed this document:
Signer Digital ID Issued By Date

£2 Richard Hall TC TrustCenter Class 2 CA  8/20/2007

< I
Attach certificates with newly added signatures

[ View Certificate. .. ] [ Add... ] [ Remove ]

Lt ]

[ 0K ] [ Cancel ]

If a signed document is modified in anyway, the signature will be removed and invalidated.

Microsoft Office Word

! 5 Saving will remove all digital signatures in the document. Do you want to continue?

Lyes | [ o |
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Digitally Signing Office 2003 Macro Projects

To digitally sign macro projects, you will need to obtain a “TC Publisher ID for
Authenticode” codesigning certificate which can be purchased online here:
http://www.pgptrustcenter.com/tc-publisher-id-for-ms-authenticode

To digitally sign macro projects, you can use either of the following methods:

1. Open the file that contains the macro project you want to sign.
2. On the Tools menu, point to Macro, and then click Visual Basic Editor.
3. In the Project Explorer, select the project you want to sign.
4. On the Tools menu, click Digital Signature.
5. Do one of the following:
If you haven't previously selected a digital certificate or want to use another one,
click Choose, select the certificate, and then click OK twice.
To use the current certificate, click OK.
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