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Importing and Exporting Digital Certificates
with popular Web Browsers

If you do not already have a digital certificate, please visit PGP TrustCenter’s website at
http://www. trustcenter.com/digital-certificate-solutions to see the certificate options that are available.

Depending on which web browser you use to initially enroll for your certificate, this browser will become the
primary storage for your digital certificate credentials, including your private key. It may sometimes be
beneficial to have this certificate available in other web browsers, on a different computer, or you may want
to export your certificate for backup in the case that your primary computer crashes. The following
instructions are for viewing, importing and exporting certificates from several popular web browsers.

£z Internet

{ Internet Explorer

Microsoft Internet Explorer

Viewing your certificates in Internet Explorer:

From the main menu, choose Tools, Internet Options, Content tab, and then select Certificates. When
the certificate store is opened, click on the Personal tab to view certificates that belong to you. You can
highlight your certificate and select the View option to see the details of it. You can also click on the
Trusted Root Certificates tab to see the TC TrustCenter roots that are pre-installed in your browser.

Internet Options [ @

General | Security Privacy‘ Content ‘Connections Programs | Advanced

Content Advisor
O Ratings help you control the Internet content that can be Certificates @

viewed on this computer.
Intended purpose: <All> v

= Personal ‘Other People | Intermediate Certification Authorities | Trusted Root Certificatior € *
Certificates
Use certificates for encrypted connections and identification. Issued To sy Expratio I Erends Nome ~
E2 John Smith TC TrustCenter Class ...  3/7/2009 <None>
[ clearssistate |[ certificates  |[ Publishers | [E30hn Smith Pre-Production TC Tru...  2/26{2011  <None>
& 30hn Smith Pre-Production TC Tru...  2/25/2011 <None> 3
AutoComplete [E0hn Smith Pre-Production TC Tru... 11/2{2010  <None>
=& AutoComplete stores previous entries [E10hn Sith Pre-Production TC Tru... 1/8/2011  <None>
% on webpages and suggests matches [E0hn Smith Pre-Production TC Tru...  2/28/2011  <None>
fogvous Elohn22 sample22~ TC TrustCenter Class ... 4/10/2008  <None>
Feeds and iWeb Slices [Elochnz3 sample23  TC TrustCenter Class ... 4/16/2008  <None>
Ig Feeds and Web Slices provide updated El1ohn24 Samplez4  TC TrustCenter Class ... 4/10/2008  <None> 7
M content from websites that can be =

read in Internet Explorer and other
rograms.
pro Comport ] (oo ] [_gemove

Certificate intended purposes

Client Authentication, Secure Email, IP security user, Smart Card Logon

-~
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Exporting your certificate from Internet Explorer:

From the main menu, choose Tools, Internet Options, Content tab, and then select Certificates. When
the certificate store is opened, click on the Personal tab.

Highlight your personal certificate that you would like to export and click on the Export button which will
start the “Certificate Export Wizard”. Click Next.

Select the option “Yes, export the private key” and then choose Next.

Certificate Export Wizard @

Export Private Key
‘You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

(®¥es, export the private key:

(O Mo, do not export the private key

[ < Back ][ Next > ][ Cancel ]

This should default to the format “"Personal Information Exchange - p12/pfx”. Select the option to
“Include all certificates in the certification path if possible”. You may also keep the default setting
selected to "Enable strong protection” if so desired. Click Next.

Certificate Export Wizard @

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

(® Personal Information Exchange - PKCS #12 (.PFX)
[linclude all certificates in the certification path if possible:

Enable strong protection (requires IE 5.0, NT 4.0 SP4 or above)

[]Delete the private key if the export is successful

[ < Back " Next > ][ Cancel ]
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Enter a security password and click Next. This password will be used when importing your certificate at a
later time.

Certificate Export Wizard @

Password
To maintain security, you must protect the private key by using a password.

Type and confirm a password.

Password:
I*uw*w

Confirm password:
|*>~o«***m«

< Back ” Next > I[ Cancel

Choose a location to save your certificate and a name for your certificate. Click Next.

Certificate Export Wizard @

File to Export
Specify the name of the file you want to export

File name:
C:\Documents and Settingsirhall\Deskkopimycert.pfx

[ < Back “ Mext = l[ Cancel

Select Finish to confirm the backup of your certificate, and then OK when “"The export was successful”
message is displayed.

Completing the Certificate Export
Wizard

‘You have successfully completed the Certificate Export
wizard,

‘You have specified the following settings:

File Name C:\Doc
Export Keys Yes
Include all certificates in the certification path  Yes
File Format Person

Certificate Export Wizard @

The export was successful,

< Back ][ Finish ][ Cancel

PGP TrustCenter Configuration Guide for Importing & Exporting Certificates  Page 3 of 11



Importing your certificate into Internet Explorer:

Often you can double-click on your certificate file and this will start the Certificate Import Wizard. Or from
the main menu in IE, choose Tools, Internet Options, Content tab, and then select Certificates. When
the certificate store is opened, click on the Personal tab. Click on the Import button which will start the
“Certificate Import Wizard”. Click Next.

Browse to the location of your certificate to be imported. If you have also backed up your private keys,
make sure to select the “Files of Type” pull-down menu option for "Personal Information Exchange
(.pfx, .p12)” so that the file is displayed and can be selected for import. Click Next when finished.

Certificate Import Wizard @ Open @@

File to Import Look jn: | (B Desktop v \ 9 [ B [E-
Specify the file you want to import. D)0y Documents Btesteert p12
‘, '_f My Computer test(evt.pfx
My Recent Iy Network Places [32)WebID Demo
e Documents |53 Invoices

C:\Documents and Settingsirhall\Desktopimycert.pfx

— mycert.pfx
Lﬁ & dnetwork Places

@Salescart.pfx

a e P : o i i 0 Desktop
Mote: More than one certificate can be stored in a single file in the following formats: salestaam.pfx
Personal Information Exchange- PKCS #12 (.PFX,.P12) . [32) Shorteut:
. . [52) Shortcut to Signed Invoices
Cryptographic Message Syntax Standard- PKCS #7 Certificates {.P7B) T 53 Signsmart Documents
Microsoft Serialized Certificate Store {.S5T) [ TC Trust Signed Docs
- EI} TC TRUSTCENTER
?‘JJ! testz.pfx
test.p12
My Computer
< >
‘;9 File name: lmycevl.pfx v Open
>
[ <gack J[ mewt> | [ concel My Network  Files of type: | Personal Information Exchange (*pf*p12) v [ cancel |

{509 Certificate [*.cer".cit

Personal Information Exchange [*.pfx:
Certificate Trust List [*.st])

Certificate Revocation List [*.crl)
Microsoft Serialized Certificate Store [*.sst)
PKCS #7 Certificates [*.spc.”.p7b)

All Files [

Type in your password that you defined when you initially exported your certificate. Also select the option
to “"Mark this key as exportable” if you would like to have the ability to export your certificate at another
time. Click Next.

Certificate Import Wizard @

Password
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:
|********

[TJEnable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[V]#Mark this key as exportable. This will allow you to back up or transport your
kevs at alater time,

[ < Back ” Mext > l [ Cancel ]
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Select the certificate store where your certificate should be stored. Internet Explorer will generally select
the correct option for you based on the type of certificate that you are importing. If you are importing your
personal certificate, the store should be “Personal”. Click Next.

Certificate Import Wizard @

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for

O automatically select the certificate store based on the type of certificate

®Place all certificates in the following store:

Certificate store:
’Personal ‘ [ Browse... J

[ < Back J[ Mext = ] [ Cancel J

At the confirmation, click Finish. If the certificate is successfully imported, a success message will be
displayed. Click OK.

Certificate Import Wizard @

1 ) The import was successful,

PGP TrustCenter Configuration Guide for Importing & Exporting Certificates  Page 5 of 11



@ Mozilla Firefox

Mozilla Firefox
Viewing your certificates in Firefox:

From the main menu, choose Tools, Options, Advanced (gear icon), select the Encryption tab and then
click on View Certificates. When the certificate store is opened, click on the “Your Certificates” tab to
view certificates that belong to you. You can highlight your certificate and select the View option to see the
details of it. You can also click on the “"Authorities” tab to see the TC TrustCenter roots that are pre-
installed in your browser.

B = & P & &

P
Main Tabs  Content Applications  Privacy  Security — Advanced £) Certificate Manager Q@@

General | Network | Update | Encryption | Your Certificates | People | Servers | Authorities | Others

Protacols ‘You have certificates from these organizations that identify you:

Use S5L.3.0 Use TLS 1.0 Certificate Name Security Device Serial N...  Expire.. B

Certificates (=) TC TrustCenter GmbH

When a server requests my personal certificate: TEST test Software Security Device 78:49:00... 10/24/2010

) Select one automatically (&) Ask me every time Richard Hall Software Security Device 00:9F:8C... 7/8{2010
Richard Hall Software Security Device SB:6B:00... 8/6/2009
Richard Hall Software Security Device 00:84:B8... 5/13/2009

[View Certificates ] [&evocation Lists ] [ Validation ] [Securitx Devices ]

Sales Team Certificate Software Security Device 00:A1:72... 4/20{2010

OK ] [ Cancel ] [ Help ]

Exporting your certificate from Firefox:

From the main menu, choose Tools, Options, Advanced (gear icon), select the Encryption tab and then
click on View Certificates. When the certificate store is opened, click on the “Your Certificates” tab to
view certificates that belong to you. Your PGP TrustCenter certificates will be listed under the TC
TrustCenter name. Highlight your certificate that is to be exported, and click on the "Backup” button.

&) Certificate Manager, Q@@

Your Certificates | people | Servers | Authorities | Others

‘You have certificates from these organizations that identify you:

Certificate Name Security Device Serial N... Expire... B
(= TC TrustCenter GmbH
TEST test Software Security Device 78:49:00... 10f24/2010
Richard Hall Software Security Device 00:9F:8C... 7/8f2010
Richard Hall Software Security Device SB:6B:00... 8/6/2009
Richard Hall Software Security Device 00:8A:B8... 5/13/2009
Sales Team Certificate Software Security Device 00:A1:72... 4f20{2010

[ View... ] [ Backup... ] [Bacgupnllu.] [ Import... ] [ Delete... ]
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Select a location to save your certificate and give it a name, then click on Save.

File Name to Backup

Save in: l@celts V] Q A

6

My Recent
Documents

o
@
@
=
o

°

X

My Documents

=

<

o (|
v g%{A

b=

=

1]

File name: |MyCert v ‘ l Save I

- 3
MyMNetwork = Saveastype:  |PKCS12 Files v| [ _cance |

Choose a backup password and click OK. You will need this password when you import your certificate at a
later time.

Choose a Certificate Backup Password @

The certificate backup password you set here protects the backup file that you are about to create.
You must set this password to proceed with the backup.

Certificate backup password: [ ssasssesss |

Certificate backup password {again): \ sescsssens ‘

Important: If you Forget your certificate backup password, you will not be able to restore this backup
later. Please record it in a safe location.

Password quality meter

[I--.--.--..--------.-l]

OK ] [ Cancel ]

A message will inform you that your certificate has now been backed up. Click OK.

' Successfully backed up your security certificate(s) and private key{s).
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Importing your certificate into Firefox:

From the main menu, choose Tools, Options, Advanced (gear icon), select the Encryption tab and then
click on View Certificates. Click on the Import button.

2) Certificate Manager, g@@

Your Certificates | People | Servers | Authorities | Others

‘You have certificates from these organizations that identify you:

Certificate Name Security Device Serial N...  Expire... B
(= TC TrustCenter GmbH
TEST test Software Security Device 78:49:00... 10/24/2010
Richard Hall Software Security Device 00:9F:8C... 7/8/2010
Richard Hall Software Security Device SB:6B:00... 8/6/2009
Richard Hall Software Security Device 00:8A:B8... 5/13/2009
Sales Team Certificate Software Security Device 00:A1:72... 4/20{2010

[ View... ] [Qackup... ] [BaclgupAIl...] wport... | [ Delete... ]

Browse to your certificate file and click Open. The file extension will most likely be a p12 or pfx file so
choose "PKCS12 Files” from the “Files of type” pull-down menu.

File Name to Restore @

Lok in: l@ certs V‘ D 2 -
By '

&

My Recent
Documents

=

Desktop

\
1

)

&

My Documents

@

My Computer
- File name: [Myterhm 2 A l I Open l
>

MyNework  Filesoftype:  |PKCS12Files v| [ cancel |

Enter your backup password that was defined when you exported your certificate and click OK. A successful
import message is displayed. Click OK.

Password Entry Dialog

Please enter the password that was used to encrypt this
certificate backup.

' Successfully restored your security certificate(s) and private key(s).

LAY
P e
assword:

[ OK ] [ Cancel
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@ Google Chrome

Google Chrome

Using Google Chrome with Windows relies on your local Microsoft certificate store. You can view these
certificates in Internet Explorer or through Chrome. In the upper right-hand corner of your Chrome
browser, click on the “wrench” icon to see a drop-down menu and select Options.

-:,' Google X

2> C M % bt/ www.google.com/ > O~ F-
X X i Mew tab Chrl+T
Web |mages Videos Maps MNews Shopping Gmail mare ¥ New window Chrl+N
Mew incognito window Ctrl+Shift+N

Always show bookmarks bar ~ Ctrl+B

Full screen F11
O O ( History Ctrl+H
= Bookmark manager Ctrl+Shift+8

Downloads Ctrl+]
Clear browsing data... Ctrl+Shift+Del
“ Import bookmarks & settings. ..
Google Search ’ } I'm Feeling Lucky About Google Chrome
Help F1
Exit

Advertising Programs - Business Solutions - About Google

®2009 - Privacy

Select the Under the Hood tab and scroll down to the Security options.

Google Chrome Options X
Basics | Minor Tweaks | Under the Hood I
T Ty TG ST pOR G =
Google Gears: [ Change Google Gears settings J
Security
‘You ha
Youc
Clear auto-opening settings
Select trusted SSL certificates.
Computer-wide SSL settings:
[ use ssL 2.0
[[] Check For server certificate revocation
‘When there is mixed content on secure (S5L) pages:
Inllow all content toload v l
v
Reset to defaults
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Click on Manage Certificates and your Windows certificate store will display. You can highlight your
certificate under the Personal tab and then click View to see the details of it.

Certificates @

s v

Personal lOther People || Intermediate Certification Authorities | Trusted Root Certificatior € *

Issued To Issued By Expiratio... = Friendly Name o
(= administrator TC TrustCenter Class ... 2{13/2009  <MNone>
EdautoEnroliment Ser... TC TrustCenter Class ... 217j2009 <MNone>
Elchosend.chosense... TC TrustCenter Class ...  2/22/2009  <None:>

Elpemo Testos TC TrustCenter Class ... 5/10/2008  <None>

Elpev DEMO Team C...  TC TrustCenter Class ...  4/23{2008  <None>

ElEpweb Admin TC TrustCenter Class ...  6/5/2010 <None>

EdExternal Pintest TC TrustCenter Class ...  1/9/2009 External Pintest'...
Elexternal Pintest TC TrustCenter Class ...  1/7/2009 <None>
gateway.chosense... TC TrustCenter Class ... 2/24/2009  <MNone> v

f

Certificate intended purposes

Close

Importing and exporting your certificates with Chrome:

Using Google Chrome on Windows relies on your Microsoft certificate store. The Microsoft certificates can be
accessed through Internet Explorer or Google Chrome. For instruction on importing or exporting your
certificates, please use the Microsoft Internet Explorer instructions contained in this document.

@ Safari

Apple Safari

Safari for Windows relies on your local Microsoft certificate store. To view these certificates, please use the
Microsoft Internet Explorer instructions contained in this document. If using Safari on a Mac, your
certificates are stored with your Keychain Access application which is shipped with Mac OS X.

PGP TrustCenter Configuration Guide for Importing & Exporting Certificates ~ Page 10 of 11



@ Opera

Opera
Viewing your certificates in Opera:

Note that at the time of this writing that we have seen issues with installing and importing certificates with
Opera on Windows.

From the main menu, choose Tools and then Preferences. Click on the Advanced tab at the top, and
then click on Security on the left. Click on the Mange Certificates button.

Preferences

]
General | Wand | Search | WebPages |“Advanced

Tabs

Browsing Set Master Password. ..
Notifications

Ask For password

Content
Fonts
Downloads
Programs

History
Cookies

Network

+/ Enable Fraud Protection

Manage Certificates...

Toolbars
Shortcuts
Voice Security Protocals...

Click on the Personal tab, highlight your certificate and click View.

Certificate Manager
Personal | Authorities | Intermediate | Approved | Rejected

“Client Certificate Issuer View...

1024 bit private key, Generated 11/12/200...
Delete

Export...

Client certificates identify you during transactions with secure Web sites
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