Installing SSL Certificates on CISCO ASA SSL VPN/Firewall


Overview

In order to submit requests to the PGP TrustCenter Retail site for signing, or to submit requests for signing from within the TC ID Store, you will be asked to supply a certificate signing Request (CSR).  The CSR will be used to sign and issue the certificate. You can follow these instructions to generate a certificate signing request, and install the resulting signed certificate on your CISCO firewall device. (Depending on the model)



Generate a CSR on Cisco ASA SSL VPN/Firewall:

1. From the Cisco Adaptive Security Device Manager (ASDM), select “Configuration” and then “Device Management.”

2. Expand “Certificate Management,” then select “Identity Certificates,” and then “Add.”

3. Select the button to “Add a new identity certificate” and click the “New…” link for the Key Pair.

4. Select the option to “Enter new key pair name” and enter a name (any name) for the key pair. Next, click the “Generate Now” button to create your key pair.  The key size should be changed to 2048 and Usage should be left on General purpose.

5. Next you will define the "“Certificate Subject DN” by clicking the Select button to the right of that field. In the Certificate Subject DN window, configure the following values by selecting each from the “Attribute” drop-down list, entering the appropriate value, and clicking “Add.”

· CN – The name through which the firewall will be accessed (usually the full-qualified domain name, e.g., vpn.domain.com).

· OU – The name of your department within the organisation (frequently this entry will be listed as “IT”, “Web” Security or is simply left blank).

· O – The legally registered name of your organisation/company.

· C – Your country's two-digit code.

· ST – The state in which your organisation is located.

· L – The city in which your organisation is located.

6. Next, click “Advanced” in the “Add Identity Certificate” window.

7. In the FQDN field, type in the fully-qualified domain name through which the device will be accessed externally, e.g., vpn.domain.com (or the same name as was entered in the CN value in step 5).

8. Click "OK" and then "Add Certificate." You will then be prompted to save your newly created CSR information as a text file (.txt extension).

 Note:  Remember the filename that you choose and the location in which you save it.  You will need to open this file as a text file and copy the entire body of it (including the Begin and End Certificate Request tags) into the form or browse to the file on your machine during the Certificate Request Process.

Installing roots on Cisco ASA SSL VPN/Firewall:

Ideally you will need to configure the firewall device to recognize and trust the TC TrustCenter SubCA and Root Certificates.  To do this you can download and install the SubCA and root certificates used to sign your SSL certificate to the device configuration settings.   

PGP TrustCenter SubCA and Root Certificates can be found at: 
http://www.trustcenter.de/infocenter/root_certificates.htm


Installing the signed certificate on Cisco ASA SSL VPN/Firewall:

Instructions for installing Certificates and Root certificates can vary based upon the model of the device you wish to install the certificates on.  Below are links to configuration guides for the most popular CISCO security appliances.
 
Configuration guides for installing certificates to the Cisco ASA 8.X firewall are located below: 
http://www.cisco.com/en/US/products/ps6120/products_configuration_example09186a00809fcf91.shtml

Similar guides for different models of Cisco security appliances can be found at: http://www.cisco.com/en/US/products



 
