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Using PGP TrustCenter’s Digital Certificates with
Adobe Acrobat v6 and Adobe Reader

To use any of the security features in Adobe Acrobat and Reader, you must first obtain a digital
certificate. If you do not already have a digital certificate, please visit PGP TrustCenter's website at
http://www.pgptrustcenter.com/digital-certificate-solutions

About Digital Signatures

You can digitally sign a document for many of the same reasons you might sign a paper document.
A digital signature is used to authenticate digital information — such as documents, e-mail
messages, and macros — by using computer cryptography. Digital signatures help to establish the
following assurances:

* Authenticity: The digital signature helps to assure that the signer is who he or she claims
to be.

« Integrity: The digital signature helps to assure that the content has not been changed or
tampered with since it was digitally signed.

* Non-repudiation: The digital signature helps to prove to all parties the origin of the sighed
content. "Repudiation” refers to the act of a signer's denying any association with the
signed content.

To make these assurances, the content creator must digitally sign the content by using a signature
that satisfies the following criteria:

The digital signature is valid (legitimate, current, and not expired or revoked).

The certificate associated with the digital signature is current (not expired).

The signing person or organization, known as the publisher, is trusted.

The certificate associated with the digital signature is issued to the signing publisher by a
reputable certificate authority (CA) such as PGP TrustCenter.

Selecting your default Adobe Digital ID

After you have your digital certificate with private keys installed, you can set it as your default
signing certificate in Adobe Acrobat by following these steps:

1.From the Advanced menu, click Manage Digital IDs, and then My Digital ID.

2. Either highlight an existing certificate that is shown, or select the Add button to load a certificate that i
stored elsewhere.

3. Press the Settings button and choose to “Always use this Digital ID” and “Both signing and encrypting
documents”. Click OK.
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Set Digital ID Usage X]

The following settings allow you to choose what this Digital ID is used for and when to use it.

Digital ID

Name: | CN = Support Team Certificate, C=US, L= | [ Show Certificate Details. ..

Digital ID Selection Persistence

(O ask me which Digital ID to use next time
(O Use this Digital ID until I close the application
(® Always use this Digital ID

Use this Digital ID for:
(O signing documents
O Encrypting documents

(®) Both signing and encrypting documents

[ OK 1 [ Cancel ]

4.Your PGP TrustCenter certificate should now be listed as the default Digital ID for Adobe. Click on the
Close button to finish.

Manage My Digital IDs @

Digital IDs
Mame Issuer Expires Default N
Jim Smith Pre-Production TC TrustCente... 2010.07.16 20:3...
John Doe Pre-Production TC TrustCente... 2010.05.09 15:4...
Julie Smith Pre-Production TC TrustCente... 2010.06.13 17:5...
Richard Hall 2008.03.27 06:2...
Sales Team Cer... TC TrustCenter Class 2L1 CAIII 2010.04.20 13:5.., L4
n Support Team ...  TC TrustCenter Class 2 L1 CAIII  2010.04.20 13:5...  signing, encryption 54

[ Add... ] [ Remaove ] [ Settings... ] [ Export... ]
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Digitally Signing PDFs with Adobe Acrobat v6

After you have your digital certificate with private keys installed, you can digitally sign your PDFs by
following these steps:

3.

4.

Once you have created a PDF, from the Document menu, click Digital Signatures, and Sign this

Document.

Alternatively, you may click the “Sign” button and choose Sign this Document.

Select to either to Certify Document or Continue Signing.
NOTE: Just signing the document will simply prove who the document is from, while certifying the

document will also ensure that the document has not been tampered with. If this is a new document

authored by you, it is recommended that you select Certify Document.

Alert - Document Is Not Certified

A

‘You are about to apply the first Digital Signature to this document.

If you received this document from someone, it could have been altered without the author's
consent. Unless you receive this file from a trusted sender, you may not wish to sign it.

If vou created this document, you may wish to apply a Certifying Signature instead of a
regular Digital Signature. If unauthorized changes are made to a Certified document the
Certifying Signature will be invalidated.

| Certify Document... i [Continue Signing. .. ] [ Cancel ]

Click OK when the message about certifying documents is displayed.

Save as Certified Document @

@

‘You are about to create a Certified document. By certifving a document you vouch for its
contents and enable recipients to verify that the document came from you. It can also add
tamper-resistance to detect and prevent unwanted changes.

In order to certify a document you need to have a Digital ID. If you intend to distribute this
document to a large audience, it is suggested that yvou use a Digital ID from one of Adobe's
partners. This will allow any recipient with Acrobat or Adobe Reader to automatically verify the
certification.

| Get Digital ID from Adobe Partner. ..

[Jpon't show again

[ ok | [ Cancel

Now Choose the desired allowed actions for this document and click next.
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Save as Certified Document - Choose Allowable Actions 8]

Please choose which actions should be allowed For this document. Unpermitted changes will
invalidate the certification.

& Your settings will not take effect until you save and close the document. Any additonal
changes you apply before closing the document may invaldiate your certifying signature.

Allowed Actions: Disallow any changes to the document v I
Lock the certifying signature so that it can't be cleared or deleted by anyone

[ Mext ] [ Cancel ]

5. Select whether or not to show the digital signature certification on the saved PDF file. In this example we
will choose to show the certification. Select Next when finished.

Save as Certified Document - Select Visibility @

Would vou like the Certification to be visibly shown on the document? Recipients will always be
notified that this document is Certified whether or not the Certification is visible.

(%) show Certification on document:

() Do not show Certification on document

[ Mext ] [ Cancel ]

6. A message will then be displayed telling you to use the mouse to define the location for this signature.
Click OK and then draw the desired place on the document where the digital signature should be displayed

7. Select the reason for signing this document. Press the Show Options button. In the Options section,
press the New button for Sighature Appearance. Here you will have options for which fields of your digital
certificate to display, as well as the option to add a graphic such as a company logo, a picture or a
graphic of an actual signature. Click OK, and then complete any additional information desired. Click on
Sign and Save when finished.
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Save as Certified Document - Sign @

4 To complete the signing process you must apply the Digital Signature to the document by saving
the document. In case you need to later make changes to the orginal, it is recommended that
you create a new signed copy of the document using 'Sign and Save As'.

Signature Details

Signing as Sales Team Certificate. [ View Digital ID... ]

Reason for Signing Document: (select or edit)

l I am the author of this document v I

| Hideoptions << |

Options

Signature Appearance:

|Created 2007.08.21 10:57:35 -04'00° v [ . | [ mew.. |

Location, e.q. city name: {optional)

| |

¥our Contact Information, e.g. phone number: (optional)

| +1 866 468-2180 |

[ Help ] [ Sign and Save As... ] [ Sign and Save ] [ Cancel ]

8. A message is then displayed informing you that you have now successfully signed this document. Click
OK to acknowledge this.

Certificate Security - Alert @

i ) ‘ou have successfully signed this document.

[[Jpo not show this message again

9. The document should now display the signature within the body. A valid signature will display a blue
ribbon in the lower left-hand corner of the document.
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g8 Adobe Acrobat Standard - [Document?2. pdf] B@@
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' File Edit View Document Tools Advanced Window Help =]

EB Open \“b H ,;; e] ﬁ @ Create PDF  ~ VJJ Review & Comment ~ @ Secure v Z Sign ~

Ol - @i -0 OEes - oitd)Een

=,
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—
-
4

Test PDF Document D
ChosenSecunty, Inc.

DCigitaty signed by Sales Team
Certificiie
DN: CN = Saes Team Certificas,

CEOSENSECURITY C=US, L=Nezegham, S =MA, O

— = ChosenSecurity, OU = Sales

m Reason: | am the author of this
document

Date: 2007.06.21 11:00:47 -040C

| conf Pf L Signatfl Bookmarks ™\

1 8.5x11in

{ 4 10f1 4| o ) ’;

= A

10. You can now distribute this trusted document, and anyone that has your public key, and use of Adobe
Acrobat v6.0 or Adobe Reader 6.02 and higher, will be able to verify that it is actually from you and
ensured that this file has not been tampered with or altered.
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Verifying a Digitally Signed Document

Informational Note: Anyone using Adobe Reader version 6 or lower will still be able to view a
digitally signed PDF, but there will be no actual signature verification; a warning message will be
displayed informing you of such and will request for you to upgrade Reader. Signature verification
was included with Adobe Reader version 6.02 and higher.

In order to verify signatures with Adobe Reader or Acrobat, you need to maintain a list of trusted
identities. By default, Adobe Reader will only trust signatures from those users that you have
already added to your trusted identities list (unless this is a CDS document already verified by
Adobe). For use with Adobe Reader v8, please perform the following steps:

1.When you first open a signed document from someone that is not in your list of trusted identities, a
message will appear stating that the author could not be verified. Click on “Signature Properties” in the
upper right-hand corner. Alternatively, you can click on the question mark symbol within the signature
of the signed document.

i Document2. pdf - Adobe Reader

File Edit View Document Tools Window Help

=1k JN K

o

PRICE:

2

Test PDF Document

ChosenSecurity, Inc.

) Digltaly signed by Sales Team
Q) Certificate
) ——__ DN: CN = Sales Team Cenicate,
MSECURI TY C=-uS L=Neednam, S =MA, O

p—— - ChosenSecurlty, OU = Saies
.7 msmm Reason: | am the author of this
gocument

Date: 2007.08.21 11:00:47 0400

2. Within the Signature Properties dialog, click the “Show Certificate” button, and then select the “Trust”

tab.

3. A message displays “The certificate is not trusted”. Click the “"Add to Trusted Identities” button. This
should only be done if you believe this to be from someone that you trust.
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Certificate Viewer @

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry.

[T]show all certification paths Found

icate@trustcenter.de Summary | Details | Revocation
C TrustCenter Class 2 L1 CA III

Sales Team Certificate <certif This certificate is not trusted.

lPoIicies | Legal Motice |

Trust Settings

Sign documents or data
Certify documents

Execute dynamic content that is embedded in a
certified document

X X X X

Execute high privilege JavaScripts that are embedded
in a certified document

[ Add to Trusted Identities. .. ]

< | >

a The selected certificate path is valid.

The path validation checks were done at 2007/08/21 11:54:43 -04'00"
Validation Model: Shell

4.The Trust defaults should be set to “Signatures and as a trusted root” and “Certified documents”. Click
OK.
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Import Contact Settings @

Certificate Details
Subject: Sales Team Certificate <certificate@chosensecurity.com>
Issuer: TC TrustCenter Class 2 L1 CA III
Usage: Sign transaction, Sign document, Encrypt keys

Expiration: 2010.04.2013:57:17 2

Trust this certificate for:

Signatures and as a trusted root
Certified documents

|:| Dynamic content

[C]Embedded high privilege JavaScript

I OK ] [ Cancel ]

5. When brought back to the Signature Properties dialog, click on the “Validate Signature” button in the
lower-right.
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Signature Properties @

f’& Document was certified, validity is UNKNOWRN,

Summary lDocument | Signer | Date{Time | Legal

Signed by: ISaIes Team Certificate <certificate@chosensecurity.com> | Show Certificate... |

Reason: II am the author of this document

Date: 12007303121 11:00:47 -04'00° Location: [Mot available

Validity Summary

#» The Document has not been modified since it was certified.

/) The signer's identity is unknown because it has not been included in your list of trusted
identities and none of its parent certificates are trusted identities.

/1, Signature dateftime are from the clock on the signer's computer.

Signature was created using Adobe Acrobat 6.0.2.

[ Validate Signature I [ Close ]

6.The signature should now show as valid and any correspondence with this user will now be trusted.
Click on Close when finished.
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Signature Properties @

* Document certification is valid, signed by Sales Team Certificate <certificate@chosensecurity.com>,

§Summary‘(§| Document | Signer | Date/Time | Legal |

Signed by: ISales Team Certificate <certificate@chosensecurity.com> | Show Certificate. ..

Reason: II am the author of this document

Date: [2007/08/21 11:00:47 -04'00' Location: [Nt available

Validity Summary

#» The Document has not been modified since it was certified.
& The document is signed by the current user.

/1, Signature datejtime are from the clock on the signer's computer.

Signature was created using Adobe Acrobat 6.0.2.

[ Validate Signature I [ Close ]

7.The PDF will now display with a certified signature by a valid certificate. All future correspondence with
this user will now be accepted as valid and verifiable.

i Document2. pdf - Adobe Reader

File Edit Yiew Document Tools Window Help *

=K 2Nk

P [1]i

Test PDF Document

ChosenSecurity, Inc.

- Digltaly signed by Sales Team

Cerificate

H ———————— DN:CN = S3les Team Cenificate,
CHOSENSECURITY c-Us, L = Neednam. S = MA, O

= ChosenSecurity, OU = Saies

Reason: | am e author of this

cocument

Date: 2007.08.21 11:00:47 -0400"
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Encrypting PDFs with Adobe Acrobat v6

Encrypting PDFs provides for document control and can ensure that only the desired recipients may
open the document. To encrypt a PDF file, you will need access to the public keys of all users in
which you wish to provide the encrypted PDF to. Follow the steps outlined:

1.0pen a new PDF in Adobe Acrobat v6. From the Document menu, select Security, and then Encrypt
for Certain Identities Using Certificates.
Alternatively, you can select the “Secure” icon and choose Encrypt for Certain Identities Using
Certificates.

2.A screen is displayed which allows you to select recipients from your list of Trusted Identities. If you
would like to add a recipient, you can select the “Browse for Certificates” button to import additional
certificates. Once the certificate has been imported, highlight it and press the Add to Recipient List
button. When all recipients have been selected, click on OK.

Restrict Opening and Editing to Certain Identities

Identity Directories

Directory: ’ Trusted Identities V‘ Search
Name: |
Group: [ Al v}
Email;
[ Browse for Certificates... ] amat I
MName Email [ Add to Recipient List ]
[7=adobe Root CA
Recipients
Mame Email [ Recipient Details. .. ]
Sales Team Certificate certificate@chos. ..

[ Remove from List ]

[ Set Recipient Permissions. .. ]

[JEnable plaintext metadata {compatible only with Acrobat 6.0 and later)

[ OK ] [ Cancel ]

3.You will next see a message notifying you that the security settings will not be applied until the
document has been saved and closed. Click OK to acknowledge.

4. When the document is saved, a gold padlock will appear in the lower left-hand corned of the PDF to
show that it is now encrypted. Now you can safely distribute this PDF and any recipient on the list
will be able to open this file with Adobe Reader v6.02 and higher, or Adobe Acrobat v6.0 and higher.
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#2 Adobe Acrobat Standard - [Test doc. pdf]
** File Edit Yiew Document Tools Advanced ‘Window Help

‘b" e r—i = % ﬁ @ Create PDF  ~ T)J Review & Comment ~ B Secure v Z v
e -@ & -0 00eess -e| 0D Ewwor -

el

Test doc

A 8.5x11in

10f 1 Pl © ©

)| £ I SE pookmarks ™\

5.The Adobe software will perform a check whenever an encrypted PDF is accessed to see if any of the
recipient’s certificates are present on that computer. If it is not, then access to the file will be

prohibited.
Certificate Security - Alert x|

& ‘You do not have access rights to this encrypted document.

6.The status of an encrypted PDF can be displayed by clicking on the gold padlock icon in the lower left-
hand corner of the document.

Document Status @

This document has special status or special features,

Document Status
(@) This document has been encrypted and may use security Features that prevent you from modifying certain aspects of it.
Use the Security panel in the Document Properties dialog to view these settings.

Document Status icons are always located at the bottom-left corner of the document window. Click a Document Status icon ko view this
dialog again.
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